Universal Tracer 3.0
]

Usability Lab

Overview

To start with, here is a very brief reminder of what Universal Tracer does and how it works.

3 main features of Universal Tracer are:
a. Allows you to trace the communication between a Mobile Equipment (ME) and a smart card.
b. Allows you to trace the communication happen in PC/SC card readers and any other card
readers.
c. Allows you to trace the communication happen in Card Simulators, provided in Gemalto
Developer Suite 3.4 / Gemalto Simulation Suite 2.4 onwards.
The communications exchanged will be in the form of APDU commands and responses. It is capable to
log all these data exchange and provide their corresponding interpretation. It also allows the user to save
the traced communication into various formats of file to be re-loaded later on or re-played on by other
application.

To be able to do this, you will need the Universal Tracer software itself and hardware pieces.

This usability lab serves as a good reference for new user by detailing the hardware setup for each use
cases as well as the functionalities supported in Universal Tracer software.
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Setting Up the Universal Tracer

Detall steps for Universal Tracer setup is provided in Universal Tracer Getting
Started Guide.

Depending on the data sources you are working with, multiple tracking sessions are allowed to
conduct different traces simultaneously. There are different ways to conduct a trace and these are
listed in the following:

1 — Trace between a (U)SIM card 2 — Trace between a (U)SIM card
and a ME and a PC/SC smartcard reader

Hardware needed: Hardware needed:
- Mobile SIM Connector - PC/SC smartcard reader
- Mobile SIM Connector Probes

3 — Trace between a (U)SIM card 4 — Trace communication in
and Other smartcard reader card simulator

No hardware setup needed.

Hardware needed:

- Any smartcard reader

- Mobile SIM Connector

- Mobile SIM Connector Probes
- Smart Adaptor
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Application User Interface Introduction

Launch the Universal Tracer from the shortcut in desktop or in the Start Menu. After starting the Universal
Tracer application, you will see the following screen.

5] Universal Tracer

window Gemalto  Help

(B - & - -

 Tracer —{x R AT
D Error Lng: EE - B % sy
Workspace Log

I type filker text

Message iPIug-ln Date  ©

The application is divided into 3 main parts, which are the “Data Producer”, “Tracer” and an “Error Log".
“Data Producer” provide list of source for APDU tracing, “Tracer” is a place where most of the activity will
done on APDU manipulations, while “Error Log” provides logs if something wrong occurs.

On the “Data Producer” selection, you will locate the “Start Session” and “Stop Session” button that will be
used when you start / stop spying the communication.

On the “Tracer” view, there is a context sensitive “action bar” that will have different buttons available
depending on the type of trace being displayed on the view.
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Starting a Spy Session

To start a spy session,

1. Click the drop-down list on | E , to view the available data source.

m Universal Tracer
Window Gemalta  Help

L -

[| [ usBMobile 51M Connector - CCMS 4+— 7= MSC device g @0

a SardDema, exe - Gamplus USE Smart Card Readsr i———— PC/SC card reader

5 5m Card RS:4475 <4——— Card Simulator
0 P-UMM Cardid464

- For MSC device session to trace communication between ME and (U)SIM card,
0 Make sure that the ME is turned off.
0 Choose the MSC device data source from start session drop down list.
o Power on the ME and operate on it normally.

For MSC device session to trace communication in non-PC/SC card reader,

0 Run a PC application which will communicate to the card reader.
0 Choose the MSC device data source from start session drop down list.
0 Operate the PC application normally.
- PCJ/SC card reader session
0 Run a PC application which will communicate to the card reader.
0 Choose the PC/SC card reader data source from start session drop down list.
0 Operate the PC application normally.
- Card simulator session
0 Run a PC application which will communicate to the card simulator.
0 Choose the PC/SC card reader data source from start session drop down list.
0 Operate the PC application normally.

2. The “Trace” view should now display and log the communication exchanges.
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] Tracer | R 0o GEA | pmed|ef ™

Gemplus LISE Smart Card Reader 0 : PCSC

Twpe |aa|ms | p1 | pz | P3| Data | te | sw [ TimesStamp | Duration | Elspsed | tndex | 4
ACMD B4 CO D0 OO F5 134440518 Oms  QOms 72
RSP E3134FD9A000000015200202FASF 700101 CEDZ01 00E3L04FOEAD00000. ., 6310 134490549 Oms  D.0ms 73
RSP 3B9F96C00A1FCEB031E073FEZ1 1BASDON0G 1000081 OFA6 134490580  Oms  0DOms 74
ACMD B4 F2 20 03 04 4FODZ07ASZA4E0SFOTFZ 1344:40.580 Oms  0.0ms 75
RSP 6118 134440627  Oms  D.Oms 76
RSP IBIFI6C00A 1 FCEBO3LENTIFE2L 1B6SDI00G100008L OFAG ; Oms  DOms 77
ACMD B4 CO D0 00 15 ams  0.0ms 78
fRSP F3164F0CADNO00001 85201 24000000009F700101CED20100 9000 73
orze [ [ [ | [ 04 51 L oFac | ]

ACMD B4 CA  FF 21 08 FCEEESL7ECATATFE 13144:40.846  Oms  0.0ms &l
RSP 6112 134440877 Oms  D0ms 82
RSP 3BOF96C00A | FCEB031ENT3FEZL 1BESDO0DG 1000081 OFAG  1344:40.893  Oms  0.0ms 83
AcMD B4 CO o0 oo 12 13144:90,895  Oms  D.Oms 84
RSP FF210FBL011062040001 C680530400001FE 3000 ; ams  0.0ms 85
RSP 3BOFSECO0A1 FCEB031ENT3FEZ1 1BASDONDG 1000081 OF A6 oms  D.0ms 8
ACMD B4 F2 40 02 04 4FO4EFADIAL7IIIESEC 44140, Oms  D0ms 87
RSP 6100 1344:41002  Oms  D.0ms 88
RSP 3B9F96C00A1FCEB031E073FEZ1 1BASDON0G 1000081 OFA6 1344141002 Oms  0D.Oms 89
ACMD B4 CO D0 00 i 1344:41,018  Oms  0.0ms 90
RSP E31C4FODANDOONN01E5201 220000000031 9F 7001 07C503000000EADZS. . 6310 1394441038  Oms  D.0ms 91
RSP IB9FI6C00A 1 FCEBO31ENTIFE2L 1B6SDI00G100008L OFA6 134441064 Oms  Q0ms 92
ACMD B4 Fz 40 03 04 4FODOF321661C233A00D 13144:41,080  Oms  0.0ms 93
RSP 6108  1344:41,143  Oms  DOms 9
RSP 3IBIFI6C00A 1 FCEB031ENT SFEZL 1BESDO00G100008L OFAG  1344:41,143  Oms  0.0ms 95
ACMD B4 CO D0 00 i 13:44:41,156  Oms  0.0ms 9
RSP E31F4F10A0000000090002FF33FFFFA9B0001 0009F 700107C50300000. ., 9000 134441174 Oms  D0ms 97
RSP 3BOF96C00A | FCEB031ET 3FEZL 1BESDO0DE 1000081 OFA6  13944:41,205  Oms  00ms 95

A
NOTES:

o0 Several time related items are recorded in the trace and each of their meaning is as follows:
o Time Stamp : The time when the communication event is received by the
application
o Duration : The amount of time taken (duration) by the corresponding event
o Elapsed : The amount of time that has elapsed from the end of last event to the
beginning of the corresponding event.
o0 Itis possible to start several spy session simultaneously.

Locking the Trace View

You may have noticed that while the trace is being logged, the traced items displayed is scrolled in such a
way to make sure that the last item recorded is always visible on the screen. You may want to stop the
scrolling, while continuing the tracing to pay a special attention to a particular trace item.

To lock the trace, on the Tracer action bar, click the “Scroll Lock” &'—E button. Notice that the view is no
longer scrolling.

To release the lock, simply click the “Scroll Lock” Eﬁ button again.

Pausing / Resuming Trace

There are times when you would like the application to stop tracing (pausing) and resume the activity after

a given time.
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To pause communication logging,

0 On the Tracer action bar, click the “Pause Trace” U0 putton.

o No more trace data being logged even there is still communication on going in the session.
To resume the communication logging,

o On the Tracer action bar, click the “Resume Trace” U button.

o0 The communication logging will resume. You will see the traces being recorded for any

communication on going in the session.

Stopping a Spy Session

When one or more spy session is active, the “Stop Session” ® " button on the toolbar is enabled.
If there is only 1 spy session active, you may simple click the “Stop Session” button on the toolbar.
If there is more than 1 spy session active, you may view the list of active spy session from the drop down

list of “Stop Session” button. Choose the spy session from the list to stop.

e -
& Gemplus USE Smart Card Reader 0 - PCSC
& OZMicro CCID SC Reader 0 - PCSC

Interpreting Trace

The trace provided is in raw data format, or we call it “basic trace”.
To interpret the basic trace, do the following:
0 Onthe Tracer action bar, click the “Interpret Trace” ‘éﬂ button. Depending on number of items to
interpret, the system may take some time to perform the interpretation. The system provides a
progress bar of the interpretation.

® o | e | o Y
Inkepretation of "Gemplus USE Smart Card Reader 0 ; PCSC ot 02:09:13
Interpretation | Timestamp | Duration | Elapsed Index ||
¥ APDL Response 13:44:36,908 ams 0.0ms 1
POU Response 13144137814 oms 0.0ms 2
POU Command: SELECT 13144137814 oms 0.0ms 3
POU Response 13:44:37,830 oms 0.0ms 4 F
POU Response 13144137986 oms 0.0ms 5
POU Command 13144137986 oms 0.0ms 3
POU Response 13:44:35,049 oms 0.0ms 7
POU Response P oxr =88 [nformation 049 oms 0.0ms a
POU Command: GET RESPOMSE 064 oms 0.0ms 3
POU Response et ke 064 oms 0.0ms 10
POU Response \') 768 oms 0.0ms 11
POU Command : 783 oms 0.0ms 1z
POL Response | ] | ] 814 Oms 0.0ms 13
POU Response 924 oms 0.0ms 14
ot realy & 3G STATUS Command 239 oms 0.0ms 15
ot realy & 3G STATUS Command fii-] oms 0.0ms 16
ot realy & 3G STATUS Command fii-] oms 0.0ms 17
POU Command: GET RESPOMSE 018 oms 0.0ms 18
POU Respanse 13:44:39,033 oms 0.0ms 19
POU Respanse 13:44:39,096 Oms 0.0ms 20
ot realy & 3G STATUS Command 13144139, 111 oms 0.0ms 21
ot realy & 3G STATUS Command 1344139, 174 oms 0.0ms 22
ot realy & 3G STATUS Command 13:44:39,189 oms 0.0ms 23
¥ APDU Command: GET RESPOMSE 13:44:39,189 oms 0.0ms 24
(&1 ADM | Basmnnes 174490 791 e e oz o8
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0 The trace view should now display the interpreted version of the trace.

[ Tra(er} b 4 1

Feaed| 8T
Intepretation of "Gemplus LUSE Smart Card Reader 0 : PCSC" at 02:09:18
Interpretation | Time Stamp | Duratian I Elapsed

APDU Response 13:44:36,908 ams 0.0ms
APDU Response ams 0.0ms
APDU Command: SELECT Oms 0.0ms 3

Select by DF name(AID) @ A0 00 0000 15 43 4D 03 09 0A 0B 0C 00 00 00

Selection by AID control : First or only occurence

OF name: A0 00 0000 15 43 40 08 09 0A OB 0C 00 00 00

Application session conkral : ActivationfReset

Header: 00A404000F

Data: A000000018434D080S0A0B0C000000
APDU Response DOms 0.0ms 4
APDU Response ams 0.0ms 9
AFDU Command ams 0.0ms 6
APDU Response ams 0.0ms 7
APDU Response ams 0.0ms g
APDU Command: GET RESPOMSE Oms 0.0ms El
APDU Response Oms 0.0ms 10

Response data : 000002 07 5357 99 12 22 11 01 01 F1 3B 17 0D ED E3 52 F3 5B DA B4 70 85 24 71 A7

Card Status: 9000

Raw data: 00000Z075357991222110101F1381700EDE3S2F35EDABY 7085247 1A79000
APDU Response DOms 0.0ms 11
APDU Cornmand H DOms 0.0ms 12
APDU Response 13:44:35.5614 ams 0.0ms 13
APDU Response 13 924 ams 0.0ms 14
Mot realy a 3G STATUS Command 130 939 oms 0.0ms 15

E Kok vasly = W2 ETATHE Crmmand 1Rdd e A fene e e M

o Notice that the left most column now contain a tree structure that contains detailed information of

each trace item. Depending on the type of the trace item, different kind of interpretation is given.

Switching between Traces

The “Trace” view is capable of containing multiple trace at the same time.
To switch between traces,

o On the Tracer action bar, click the ™ button on the right-most part of the bar to reveal a drop
down menu listing the available / open traces.

[ Tracer | ® BE 5 | e el | 8K

iaemplus USE Smart Card Reader 0 : PCSC

Intepretation of "Gemplus USB Smart Card Reader 0 : PCSC" at 02:09:18
©2Micro CCID 5C Reader 0 PCSC

Interpretation B .

PO Respanse + Intepretation of "Gemplus USB Smart Card Reader 0 PCSC" at 02:09:18
APDU Respanse 13:44:37.614 Oms 0.0 ms 2
(=1 APDU Command: SELECT 13:44:37.8614 Oms 0.0ms 3

Select by DF name(AID) © AQ 00 00 00 13 43 4D 05 09 04 0B OC 0000 00
Selection by AID contral : First or anly occurence

DF name: AQ 000000 18 43 40 03 09 0A 06 0C 00 00 00

Application session contral @ ActivationfReset

Header: 004404000F

Data: ADOOOOD013434D03090A0E0C000000

APDU Response 13:44:37.6830 ams 0.0ms 4
APDU Response Oms 0.0 ms B
APDU Command Oms 0.0ms &
APOU Response Oms 0.0 ms 7
APDU Response Oms 0.0 ms 8
APDU Command: GET RESPOMSE B 3 Oms 0.0 ms 9
APOU Response 13:44:38.004 Oms 0.0ms 10
Response data : 00000207 5357991222 11 01 01 F1 36 17 0D ED E3 52 F3 56 DA B4 70 85 24 71 A7
Card Status: 9000
Raw data: 000002075357991222110101F 1361 70DEDEIS2FISEDAE4 7085247 1A73000
APDU Response 13:44:38. 765 Oms 0.0ms 11
AFDU Command 13:44:36.783 Oms 0.0 ms 1z
APOU Response 13:44:38.614 Oms 0.0ms 13
APDU Response 13:44:38.924 Oms 0.0ms 14
Mot realy a 3G STATUS Command 13:44:35.939 ams 0.0ms 15
51 Nt rashs 2 2 STATHS Fommand 13.da7a N7 Mene e w2

0 You may switch between the traces at anytime you like, this operation does not affect active
spying process.
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Saving / Loading Trace

When working with a trace, whether it is a basic trace or an interpreted trace, you can save the trace to an
external file.

To save a new trace,

o On the Tracer action bar, click on the “Save Trace” [ Za button.

0 A Save Trace dialog will be presented for you define the location for the saved trace.

Save Trace E”z|
Save i @ Desktap _j 3 ¥ e E-
j: I]E}My Docurnents
Lz ﬂ My Computer
My Recent ':gMy Mebwork Places
Documents Sty

@ |S)print
- |5) Tools

Desktop Applet Installation Trace.xti

My Documents
=

My Computer

My Metwork. File name: I _:I Save I
Flaces
Saveastype: | Trace Data XML Files (%4t | Cancel I

Trace Data =ML Fil 1]
Legacy AFDU Manager <ML Files [*.xml)
Perzonalization Files [*.per]

Comma Separated Values Files [*.cav)
Text Document [ txt]

0 The default trace format is an XML format file with an extension of *.xti. You may also save the
trace into other file type:
0 Legacy APDU Manager XML File
o0 Personalization File (*.per) : Loadable in SPI/PER capable application such as WinSPI
(Gemalto internal tool)
0 CSV File: Loadable in Microsoft Excel, can be useful when you would like to perform
various calculation on timing information.
0 Text Document (*.txt) : Simple text document
0 Choose the Save as type and click Save button.

Fj Universal Tracer

i ] The trace has been successfully exported.

To load a previously saved trace,

Universal Trace 3.0 — Usability Lab
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. . -
0 On the Tracer action bar, click on the “Load Trace” &I button.

o A Load Trace dialog will be presented for you to choose the saved trace to be loaded.

Load Trace
Look. in: @ Desktop _j 9 i B [
3 E!:]My Docurnents
:i My Cormputer
B"l}' Recent Sy Metwark Places
ocuments =y
@ laprint
- 15 Tools
Desktap Applet Installation Trace.xti
My Documents
My Computer
-
My Metwork.  File name: | _:j Open I
Flaces
Files of type: | Trace D ata XML Files [*.4t) =] Eancel |
Trace i il

Fil il
Legacy APDLU Manager #ML Files [*.xml]
Perzonalization Files [*.per]

o On the “Files of type” field, you may choose the file type to filter:
0 Trace Data XML Files (*.xti) : The default trace format
0 Legacy APDU Manager XML Files
o0 Personalization File : Format produced by application such as WinSPI (Gemalto
internal tool)

NOTES:
o Previously saved trace can be loaded at any time.
0 You can always switch to different open trace as described in “Switching between Traces”

section.

Clearing Trace Content

You may clear the content of an active trace by clicking the “Clear Trace” el button in Tracer action bar.

A Clear Trace Confirmation will be prompted for confirmation of this action.

Clearing a trace is useful when you have perform a spy session and would like to start again, and at the
same time you do not want to be confused by the previous data captured.

Universal Trace 3.0 — Usability Lab
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Closing Trace

You may close an opened trace to reduce the number of opened trace. To do this, click the “Close Trace”

¥ putton. You will be prompted for confirmation of this action.

NOTES:
0 There is no way to recover data after you close a trace unless you save it prior to closing it.

Searching for a Particular Trace Item

Trace information tends to be long, and there are a lot of times where we are actually interested only on
some specific items in particular. The application provides a search mechanism that will help you to do just
that.

To perform a search,

0 On the Trace action bar, click the “Search Trace” “¥ button.
0 The “Search Trace” dialog will be prompted

% AT b
Interpreted Trace Loaded : di\Documents and Settings|chng!Desktopiapplst Installation Trace xti

Interpretation | Time Stamp | Durakion | Elapsed | Index | )
[+ APDU Response 13:44136,905 Oms 0.0ms 1 i
[+ APDU Response 13144:137.814 Oms 0.0ms 2

[# APOU Command: SELECT 1314437514 Oms 0.0 ms 3

[+ APDU Response 1344137.830 Oms 0.0ms 4

[+ APDU Response 13144:37.966 ams 0.0ms 5

(¥ APDU Command Oms 0.0ms ]

[+ APDU Response — Oms 0.0ms 7

[¥] APDU Response %Y Search Trace Ladlla. oms 0.0ms a

(¥ APDU Command: GET RESPONSE Oms 0.0 ms £

[# APDU Resporse - Searching Criteria FindNext | [#38:064 oms 0.0ms 10

[# APDU Responss G 4:38.768 ms 0.0ms 1
[# APDU Command i — 4:38.763 s 0.0ms 12
: ind Previous

[ AFDU Responss Searchby INS ¢ 436,514 ams 0.0ms 13

APDU Respanse B e st | 4:38.924 s 0.0ms 14

Mot realy a 3G STATUS Command - ik 436,939 0ms 0.0ms 15

Nat realy & 3G STATUS Command Search by Status Word | 439,002 oms 0.0ms 15

Mot realy & 3G STATUS Command Closs 4:39.002 s 0.0ms 17
[# APDU Command: GET RESPORSE 4:39.018 s 0.0ms 18
[+ APDU Responss T3744:39.033 Oms 0.0ms 19
[+ APDU Responss 13:44:39.095 Oms 0.0ms 20
£ Mo realy & 3G STATUS Command 13:44:39.111 Oms 0.0ms 21
51 Mo realy & 3G STATUS Command 13:44:39.174 Oms 0.0ms 22
51 Mo realy & 3G STATUS Command 13:44:39.189 Oms 0.0ms F
[#1 APDU Command: GET RESPORSE 13:44:39.189 Oms 0.0ms 24 J
12 ADNI | Darnanea 174490 721 i N e E

0 You may search the trace by the following criteria:
O Trace Item Type
APDU command
APDU Response
Cold Reset
Warm Reset
PPS Command
PPS Response
MSC Event (Mobile SIM Connector specific hardware event)
0 INS
Universal Trace 3.0 — Usability Lab
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0 Data
0 Status Word
0 You may click the “Find Previous” button to find the previous matched item from the position of
the first selected item in the trace. If no item is previously selected, the search will start from the
end. If there are matched items in the trace, the item will be highlighted, and a message will be
shown on the bottom of the dialog indicating how many matched items in the trace and the

sequence number of the highlighted item.

0 You may click the “Find All” button to find all the matched items in the trace. If there are matched
items in the trace, all the matched items will be highlighted and a message will be shown on the

bottom of the dialog indicating how many matched items in the trace.

0 If there are no matched items, a message will be shown on the bottom of the dialog indicating

that nothing has been found.

Universal Trace 3.0 — Usability Lab
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Extracting Partial Trace

After performing the search, you may want to observe only those items that are resulting from the search.

You may extract the selected items on the trace to a separate new trace view.

To perform it,

o

(0]
(0]
(0]

(0]

Switch to any trace that you would like to operate on
Perform a search or manually select one or more items on the trace
Right click on one of the item to open the context sensitive menu.

On a “basic trace” the context menu looks like following:

On an “interpreted trace” the context looks like following:

Universal Trace 3.0 — Usability Lab
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(0]
(0]

On either case, choose “15 Extract Selected Iltems” from the context sensitive menu.
All the selected items will be extracted to a new trace, and the new trace will be the active trace in
the view.

Copying Partial Trace to Clipboard

You can copy trace data to the clipboard. To perform that,

[o]

(0]
(0]
(0]

[o]

Switch to any trace that you would like to operate on
Select one or more items on the trace

Right click on one of the items to open the context sensitive menu
On a “basic trace”,

0 You will get the following context menu:

o Choose “i= Copy” from the context menu
o0 Open atext editor and do a paste, you should get something similar as follows:

On a “interpreted trace”,

0 You will get the following context menu:

Universal Trace 3.0 — Usability Lab
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Choose “E= Copy” from the context menu
Open a text editor and do a paste, you should get something similar as follows:

o Ifyouchoose “EZ| Copy Structure” from the context menu, you will get different types of
result depending on the trace item type. The result basically is an ASII art presentation

of the tree in the interpreted trace.

NOTES:
0 Thetrace is multiple selectable, selecting multiple items and perform a copy will give you multiple

items in the clipboard.

Finding Clock Frequency Information

One of the useful feature of being able to spy the communication between ME and (U)SIM card is to be
able to find the clock operating frequency used by the ME and the (U)SIM card.

A scenario on how to find this information:

0 You can start a new spy session of communication tracing between ME and (U)SIM card, or
Universal Trace 3.0 — Usability Lab
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simply switch to your previous spy session or load one previously saved trace.
o Interpret the trace
0 Locate an MSC Event trace item which is called “ISO 7816 Event”

o0 Expand the tree items and you will the clock frequency used in the communication.

Understanding Cyclic Trace

The cyclic trace mechanism is used to memory usage when performing a spy by introducing a “number of
maximum items” that a trace can hold during a spy. By default this number is set to 40000 which mean that
when performing a spy, at any given time there can be a maximum of 40000 items on the trace view.
When the limit is reached and there is new event being recorded, the oldest item will be removed before
adding the new item, thus keeping the total number of item to be constant.

This behavior can be changed to modify the maximum number of items or to disable it completely (no
maximum). To change this behavior do the following:

0 On the application access the menu : Window  Preferences...

o0 The “Preferences” dialog will be presented
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o Navigate using the left category pane to Gemalto  Tracer Interpreter
o0 To change the maximum number of items, simply input the new number on the corresponding

“Limit Maximum Number of Items” field

o0 Todisable the behavior (no limitation), simply uncheck the check box next to the “Limit Maximum

Number of ltems” text

Configuring Interpretation Modules

In order to be more flexible and extensible, the interpreter model used in the application employs a "Chain
of Responsibility" mechanism. The interpreter can have more than one interpreting modules where each
module can provide interpretations of some or all types of the items.

When interpreting one item, the interpreter will try to use the first interpreting module to do the
interpretation. If the first module is able to do the interpretation it will interpret the item and the process is
completed. Otherwise the next interpreting module will attempt to interpret the item and so on. There is a
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default interpreting module at the end of the chain which is responsible to perform an interpretation in case

all previous modules are unable to interpret the item.

This allows for distribution of interpretation of different item to different interpreter modules and at the

same time providing flexibility of which module to be used and the order they are used on the chain. New

interpretation module can be added at runtime.

To configure the interpreter modules, do the following:

(o]

(0]
(0]
(0]

NOTE:

On the application access the menu : Window  Preferences...
The “Preferences” dialog will be presented
Navigate using the left category pane to Gemalto  Tracer Interpreter

Notice the “Interpreter Modules” section on the right pane

You may move up and move down the module order in the chain by using the and

button accordingly. The order of the module as displayed on the dialog is the order

of the module in th chain. Thus the module listed on the top is the first module on the chain, and
the the one on the bottom is the next-to-last one in the chain. Notice that the default intrepreter
module is not displayed here because it is always exist in the chain and it will always be the last

one in the chain.

All changes of ordering will only take effect the next time the application start. You will need to

close the application and start it again for the change to take effect.

Experiment with different ordering, close and restart the application and notice the effect when performing
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interpretation.

You may disable one module without physically removing the module from the chain by unchecking the
check box corresponding to that module.

NOTES:

o Enabling / disabling modules take effect as soon as you press “Apply” or close the “Preference”

dialog by pressing the “Ok” button. There is no need to close and restart the application.

WARNING

0 You should not remove the default interpreter modules provided in Universal Tracer installation.

The default interpretation modules are incorporated in the Universal Tracer plugin, which is NOT
addable as jar.

and button is provide for you to add or remove any new interpretation modules

you may have.

Public API for Interpretation Module

We make the API available for people who would like to implement by themselves a new interpreter

module. Always refer to Universal Tracer help content for the interpretation module development guide.
0 On the application access the menu : Help
0

Help Contents
The “Help — Universal Tracer” dialog will be presented.

o Refer to “Tracer Interpreter Guide” - “Tracer Interpreter Developer Guide”.
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Public API for Data Producer

We make the API available for people who would like to implement by themselves a new Data Producer
module. Always refer to Universal Tracer help content for the Data Producer development guide.
0 On the application access the menu : Help  Help Contents
0 The “Help — Universal Tracer” dialog will be presented.
o Refer to “Universal Tracer Data Producer Guide” - “Universal Tracer Data Producer Developer
Guide”.

Enabling / Disabling Timing Information

You may enable or disable the Mobile SIM Connector hardware timing (duration and elapsed) information.

When disabled the duration and elapsed information for each event will not be provided by the hardware.

To enable /disable the timing information, do the following:
o On the application access the menu : Window  Preferences...

o0 The “Preferences” dialog will be presented
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o Navigate using the left category pane to Gemalto = ME SIM Connector

0 Check the check boc next to “Enable Mobile SIM Connector hardware timestamp feature” to

enable the feature or uncheck it to disable the feature

Try to perform a new spy session and notice the difference

Help Notes

More information and most of the information provided here is also available through the application help
accessible from the menu Help  Help Contents. The help system is also context sensitive on different
parts of the application. Thus said, pressing F1 on different item / object in the application will open the

help corresponding to that item.
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