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Usability Lab 
 

Overview 

To start with, here is a very brief reminder of what Universal Tracer does and how it works. 

 

3 main features of Universal Tracer are: 

a. Allows you to trace the communication between a Mobile Equipment (ME) and a smart card.  

b. Allows you to trace the communication happen in PC/SC card readers and any other card 

readers. 

c. Allows you to trace the communication happen in Card Simulators, provided in Gemalto 

Developer Suite 3.4 / Gemalto Simulation Suite 2.4 onwards. 

The communications exchanged will be in the form of APDU commands and responses. It is capable to 

log all these data exchange and provide their corresponding interpretation. It also allows the user to save 

the traced communication into various formats of file to be re-loaded later on or re-played on by other 

application. 

 

To be able to do this, you will need the Universal Tracer software itself and hardware pieces. 

 

This usability lab serves as a good reference for new user by detailing the hardware setup for each use 

cases as well as the functionalities supported in Universal Tracer software. 
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Setting Up the Universal Tracer 

Detail steps for Universal Tracer setup is provided  in Universal Tracer Getting 

Started Guide.   

 

Depending on the data sources you are working with, multiple tracking sessions are allowed to 

conduct different traces simultaneously. There are different ways to conduct a trace and these are 

listed in the following: 

 

1 – Trace between a (U)SIM card  

    and a ME 

2 – Trace between a (U)SIM card  

   and a PC/SC smartcard reader 

 
Hardware needed:  

- Mobile SIM Connector 

- Mobile SIM Connector Probes 

 
Hardware needed:  

- PC/SC smartcard reader 

 

  

3 – Trace between a (U)SIM card  

    and Other smartcard reader 

4 – Trace communication in  

    card simulator 

 
Hardware needed:  

- Any smartcard reader 

- Mobile SIM Connector 

- Mobile SIM Connector Probes 

- Smart Adaptor 

No hardware setup needed. 
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Application User Interface Introduction 

Launch the Universal Tracer from the shortcut in desktop or in the Start Menu. After starting the Universal 

Tracer application, you will see the following screen. 
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The application is divided into 3 main parts, which are the “Data Producer”, “Tracer” and an “Error Log”. 

“Data Producer” provide list of source for APDU tracing, “Tracer” is a place where most of the activity will 

done on APDU manipulations, while “Error Log” provides logs if something wrong occurs. 

 

On the “Data Producer” selection, you will locate the “Start Session” and “Stop Session” button that will be 

used when you start / stop spying the communication. 

 

On the “Tracer” view, there is a context sensitive “action bar” that will have different buttons available 

depending on the type of trace being displayed on the view. 
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Starting a Spy Session 

To start a spy session, 

1. Click the drop-down list on , to view the available data source. 

 

- For MSC device session to trace communication between ME and (U)SIM card, 

o Make sure that the ME is turned off. 

o Choose the MSC device data source from start session drop down list. 

o Power on the ME and operate on it normally. 

- For MSC device session to trace communication in non-PC/SC card reader, 

o Run a PC application which will communicate to the card reader. 

o Choose the MSC device data source from start session drop down list. 

o Operate the PC application normally. 

- PC/SC card reader session 

o Run a PC application which will communicate to the card reader. 

o Choose the PC/SC card reader data source from start session drop down list. 

o Operate the PC application normally. 

- Card simulator session 

o Run a PC application which will communicate to the card simulator. 

o Choose the PC/SC card reader data source from start session drop down list. 

o Operate the PC application normally. 

 

2. The “Trace” view should now display and log the communication exchanges. 
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NOTES: 

o Several time related items are recorded in the trace and each of their meaning is as follows: 

o Time Stamp : The time when the communication event is received by the 

application 

o Duration : The amount of time taken (duration) by the corresponding event 

o Elapsed : The amount of time that has elapsed from the end of last event to the 

beginning of the corresponding event. 

o It is possible to start several spy session simultaneously. 

 

Locking the Trace View 

You may have noticed that while the trace is being logged, the traced items displayed is scrolled in such a 

way to make sure that the last item recorded is always visible on the screen. You may want to stop the 

scrolling, while continuing the tracing to pay a special attention to a particular trace item. 

 

To lock the trace, on the Tracer action bar, click the “Scroll Lock”  button. Notice that the view is no 

longer scrolling. 

 

To release the lock, simply click the “Scroll Lock”  button again. 

 

Pausing / Resuming Trace 

There are times when you would like the application to stop tracing (pausing) and resume the activity after 

a given time. 

 



 
 

Universal Trace 3.0 – Usability Lab   
 

www.gemalto.com 
 - 7 - 

To pause communication logging, 

o On the Tracer action bar, click the “Pause Trace”  button. 

o No more trace data being logged even there is still communication on going in the session. 

To resume the communication logging, 

o On the Tracer action bar, click the “Resume Trace”  button. 

o The communication logging will resume. You will see the traces being recorded for any 

communication on going in the session. 

 

Stopping a Spy Session 

When one or more spy session is active, the “Stop Session”  button on the toolbar is enabled. 

If there is only 1 spy session active, you may simple click the “Stop Session” button on the toolbar. 

If there is more than 1 spy session active, you may view the list of active spy session from the drop down 

list of “Stop Session” button. Choose the spy session from the list to stop. 

 

 

Interpreting Trace 

The trace provided is in raw data format, or we call it “basic trace”. 

To interpret the basic trace, do the following: 

o On the Tracer action bar, click the “Interpret Trace”  button. Depending on number of items to 

interpret, the system may take some time to perform the interpretation. The system provides a 

progress bar of the interpretation. 
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o The trace view should now display the interpreted version of the trace. 

 

o Notice that the left most column now contain a tree structure that contains detailed information of 

each trace item. Depending on the type of the trace item, different kind of interpretation is given. 

 

Switching between Traces 

The “Trace” view is capable of containing multiple trace at the same time.  

To switch between traces, 

o On the Tracer action bar, click the  button on the right-most part of the bar to reveal a drop 

down menu listing the available / open traces. 

 
o You may switch between the traces at anytime you like, this operation does not affect active 

spying process. 
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Saving / Loading Trace 

When working with a trace, whether it is a basic trace or an interpreted trace, you can save the trace to an 

external file.  

 

To save a new trace,  

o On the Tracer action bar, click on the “Save Trace”  button.  

o A Save Trace dialog will be presented for you define the location for the saved trace. 

 

o The default trace format is an XML format file with an extension of *.xti. You may also save the 

trace into other file type: 

o Legacy APDU Manager XML File 

o Personalization File (*.per) : Loadable in SPI/PER capable application such as WinSPI 

(Gemalto internal tool) 

o CSV File: Loadable in Microsoft Excel, can be useful when you would like to perform 

various calculation on timing information.    

o Text Document (*.txt) : Simple text document 

o Choose the Save as type and click Save button. 

 

 

To load a previously saved trace,  
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o On the Tracer action bar, click on the “Load Trace”  button. 

o A Load Trace dialog will be presented for you to choose the saved trace to be loaded. 

 
o On the “Files of type” field, you may choose the file type to filter: 

o Trace Data XML Files (*.xti) : The default trace format 

o Legacy APDU Manager XML Files 

o Personalization File : Format produced by application such as WinSPI (Gemalto 

internal tool) 

 

NOTES: 

o Previously saved trace can be loaded at any time. 

o You can always switch to different open trace as described in “Switching between Traces” 

section. 

 

Clearing Trace Content 

You may clear the content of an active trace by clicking the “Clear Trace”  button in Tracer action bar. 

A Clear Trace Confirmation will be prompted for confirmation of this action. 

 

Clearing a trace is useful when you have perform a spy session and would like to start again, and at the 

same time you do not want to be confused by the previous data captured. 
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Closing Trace 

You may close an opened trace to reduce the number of opened trace. To do this, click the “Close Trace” 

 button. You will be prompted for confirmation of this action. 

 

NOTES: 

o There is no way to recover data after you close a trace unless you save it prior to closing it. 

 

Searching for a Particular Trace Item 

Trace information tends to be long, and there are a lot of times where we are actually interested only on 

some specific items in particular. The application provides a search mechanism that will help you to do just 

that. 

 

To perform a search, 

o On the Trace action bar, click the “Search Trace”  button. 
o The “Search Trace” dialog will be prompted 

 

o You may search the trace by the following criteria: 

o Trace Item Type 

�  APDU command 

�  APDU Response 

�  Cold Reset 

�  Warm Reset 

�  PPS Command 

�  PPS Response 

�  MSC Event (Mobile SIM Connector specific hardware event) 

o INS 
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o Data 

o Status Word 

o You may click the “Find Previous” button to find the previous matched item from the position of 

the first selected item in the trace. If no item is previously selected, the search will start from the 

end. If there are matched items in the trace, the item will be highlighted, and a message will be 

shown on the bottom of the dialog indicating how many matched items in the trace and the 

sequence number of the highlighted item. 

 

o You may click the “Find All” button to find all the matched items in the trace. If there are matched 

items in the trace, all the matched items will be highlighted and a message will be shown on the 

bottom of the dialog indicating how many matched items in the trace. 

 

o If there are no matched items, a message will be shown on the bottom of the dialog indicating 

that nothing has been found. 
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Extracting Partial Trace 

After performing the search, you may want to observe only those items that are resulting from the search. 

You may extract the selected items on the trace to a separate new trace view. 

 

To perform it,  

o Switch to any trace that you would like to operate on 

o Perform a search or manually select one or more items on the trace 

o Right click on one of the item to open the context sensitive menu. 

o On a “basic trace” the context menu looks like following: 

 
o On an “interpreted trace” the context looks like following: 
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o On either case, choose “  Extract Selected Items” from the context sensitive menu. 
o All the selected items will be extracted to a new trace, and the new trace will be the active trace in 

the view. 

 

Copying Partial Trace to Clipboard 

You can copy trace data to the clipboard. To perform that, 

o Switch to any trace that you would like to operate on 

o Select one or more items on the trace 

o Right click on one of the items to open the context sensitive menu 

o On a “basic trace”,  

o You will get the following context menu: 

 

o Choose “  Copy” from the context menu 

o Open a text editor and do a paste, you should get something similar as follows: 

 

o On a “interpreted trace”, 

o You will get the following context menu: 
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o Choose “  Copy” from the context menu 

o Open a text editor and do a paste, you should get something similar as follows: 

 

o If you choose “  Copy Structure” from the context menu, you will get different types of 

result depending on the trace item type. The result basically is an ASII art presentation 

of the tree in the interpreted trace. 

 

 

 

NOTES: 

o The trace is multiple selectable, selecting multiple items and perform a copy will give you multiple 

items in the clipboard. 

 

Finding Clock Frequency Information 

One of the useful feature of being able to spy the communication between ME and (U)SIM card is to be 

able to find the clock operating frequency used by the ME and the (U)SIM card. 

A scenario on how to find this information: 

o You can start a new spy session of communication tracing between ME and (U)SIM card, or 
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simply switch to your previous spy session or load one previously saved trace. 

o Interpret the trace 

o Locate an MSC Event trace item which is called “ISO 7816 Event” 

o Expand the tree items and you will the clock frequency used in the communication. 

 
 

Understanding Cyclic Trace 

The cyclic trace mechanism is used to memory usage when performing a spy by introducing a “number of 

maximum items” that a trace can hold during a spy. By default this number is set to 40000 which mean that 

when performing a spy, at any given time there can be a maximum of 40000 items on the trace view. 

When the limit is reached and there is new event being recorded, the oldest item will be removed before 

adding the new item, thus keeping the total number of item to be constant. 

 

This behavior can be changed to modify the maximum number of items or to disable it completely (no 

maximum). To change this behavior do the following: 

o On the application access the menu : Window �  Preferences… 

o The “Preferences” dialog will be presented 
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o Navigate using the left category pane to Gemalto �  Tracer Interpreter 

o To change the maximum number of items, simply input the new number on the corresponding 

“Limit Maximum Number of Items” field 

 
o To disable the behavior (no limitation), simply uncheck the check box next to the “Limit Maximum 

Number of Items” text 

 

Configuring Interpretation Modules 

In order to be more flexible and extensible, the interpreter model used in the application employs a "Chain 

of Responsibility" mechanism. The interpreter can have more than one interpreting modules where each 

module can provide interpretations of some or all types of the items.  

 

 
 

When interpreting one item, the interpreter will try to use the first interpreting module to do the 

interpretation. If the first module is able to do the interpretation it will interpret the item and the process is 

completed. Otherwise the next interpreting module will attempt to interpret the item and so on. There is a 
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default interpreting module at the end of the chain which is responsible to perform an interpretation in case 

all previous modules are unable to interpret the item. 

 

This allows for distribution of interpretation of different item to different interpreter modules and at the 

same time providing flexibility of which module to be used and the order they are used on the chain. New 

interpretation module can be added at runtime. 

 

To configure the interpreter modules, do the following: 

o On the application access the menu : Window �  Preferences… 

o The “Preferences” dialog will be presented 

o Navigate using the left category pane to Gemalto �  Tracer Interpreter 

o Notice the “Interpreter Modules” section on the right pane 

 

o You may move up and move down the module order in the chain by using the  and 

 button accordingly. The order of the module as displayed on the dialog is the order 

of the module in th chain. Thus the module listed on the top is the first module on the chain, and 

the the one on the bottom is the next-to-last one in the chain. Notice that the default intrepreter 

module is not displayed here because it is always exist in the chain and it will always be the last 

one in the chain. 

 

NOTE:  

o All changes of ordering will only take effect the next time the application start. You will need to 

close the application and start it again for the change to take effect. 

 

Experiment with different ordering, close and restart the application and notice the effect when performing 
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interpretation. 

 

You may disable one module without physically removing the module from the chain by unchecking the 

check box corresponding to that module. 

 

NOTES:  

o Enabling / disabling modules take effect as soon as you press “Apply” or close the “Preference” 

dialog by pressing the “Ok” button. There is no need to close and restart the application. 

 

 

WARNING 

o You should not remove the default interpreter modules provided in Universal Tracer installation. 

The default interpretation modules are incorporated in the Universal Tracer plugin, which is NOT 

addable as jar. 

 

 and  button is provide for you to add or remove any new interpretation modules 

you may have. 

 

Public API for Interpretation Module 

We make the API available for people who would like to implement by themselves a new interpreter 

module. Always refer to Universal Tracer help content for the interpretation module development guide. 

o On the application access the menu : Help �  Help Contents 

o The “Help – Universal Tracer” dialog will be presented. 

o Refer to “Tracer Interpreter Guide” - “Tracer Interpreter Developer Guide”. 
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Public API for Data Producer 

We make the API available for people who would like to implement by themselves a new Data Producer 

module. Always refer to Universal Tracer help content for the Data Producer development guide. 

o On the application access the menu : Help �  Help Contents 

o The “Help – Universal Tracer” dialog will be presented. 

o Refer to “Universal Tracer Data Producer Guide” - “Universal Tracer Data Producer Developer 

Guide”. 

 

 

Enabling / Disabling Timing Information 

You may enable or disable the Mobile SIM Connector hardware timing (duration and elapsed) information. 

When disabled the duration and elapsed information for each event will not be provided by the hardware. 

 

To enable /disable the timing information, do the following: 

o On the application access the menu : Window �  Preferences… 

o The “Preferences” dialog will be presented 
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o Navigate using the left category pane to Gemalto �  ME SIM Connector 

 
o Check the check boc next to “Enable Mobile SIM Connector hardware timestamp feature” to 

enable the feature or uncheck it to disable the feature 

 

Try to perform a new spy session and notice the difference 

 

Help Notes 

More information and most of the information provided here is also available through the application help 

accessible from the menu Help �  Help Contents. The help system is also context sensitive on different 

parts of the application. Thus said, pressing F1 on different item / object in the application will open the 

help corresponding to that item. 

 


